
   

 SUBHRO BANERJEE 
 
 
   

 Excelled in a variety of senior information security roles for over 20 years, specializing in risk 
management, operation management, audit, governance, cloud security, engineering, 
architecture, network security, vulnerability assessment, contract review management, team 
building, and leadership. Seeking a senior management position as a Director of IT Security or 
similar role in Bengaluru, Pune, Dubai, or other international locations. 

 

                     CONTACT 
 

 

+91-8800525695;  9433738408    

subhroban@gmail.com  

Bengaluru  

https://www.linkedin.com/in/sub
hro-banerjee/  

Subhro Banerjee  

                                                                                  

  

 PROFILE SUMMARY  
 

• Award-Winning IT Security Leader: Winner of the prestigious NextCSO2024 Award in 
India, recognized for outstanding contributions to the field of cybersecurity and IT risk 
management. 

• Pinnacle IT Security Proficiency: A seasoned IT security leader with a proven track record 
of excellence in risk management, data protection, security architecture, cloud security, 
consulting, compliance, and assurance 

• Team Cohesion and Customer Excellence: Proficient in cultivating harmonious teams, 
providing exceptional customer service, and driving scalable operations through strategic 
investments in people and the effective deployment of tools and controls 

• Risks Mitigated and Relations Fortified: Highly skilled in the art of security risk 
mitigation, overseeing Security Audits, Fraud, and Cyber Investigations, managing both 
customer and supplier relationships, and nurturing robust customer bonds 

• Enterprise-Wide Security Assurance: Spearheaded the establishment and leadership of 
an enterprise-wide information security and assurance function. Ensured that security 
and compliance risks associated with information systems and assets were identified and 
managed in accordance with external regulatory and legislative requirements, meeting 
internal policy constraints 

• IT Governance Champion: A proven advocate for IT governance within the organization, 
supporting the definition and implementation of revised security management processes 

• Client Advocacy and Process Enhancement: Commended for facilitating clients in 
advocating best practices and process improvement initiatives by implementing 
measurement systems and effectively building consensus 

• Strategic IT Security Formulation: Possesses extensive expertise in crafting IT security 
strategies and effectively managing Information Security programs 

 

 WORK EXPERIENCE 
 

 
Eversana India Private Limited, Bangalore as Manager-Global IT Security: Apr’21-Till Date 
Key Result Areas:  

• Establishing and executing comprehensive policies and protocols, ensuring the 
protection of information assets from unauthorized access and potential threats 

• Conducting routine assessments of information security across diverse domains, taking a 
proactive stance in identifying and mitigating emerging risks 

• Providing oversight for the global IT security operations team, fostering a positive 
influence on both individuals and the overall security posture of the organization 

• Leading the charge in implementing a cutting-edge information security awareness 
program, elevating the organization's collective understanding of security measures 

• Actively engaging in product evaluation and delivering management recommendations 
based on ROI and TCO analyses, contributing to informed decision-making 

• Thoroughly evaluating supplier security ratings within the Eversana ecosystem, 
enhancing our understanding of security within our network 

• Carrying out extensive due diligence in the realm of cybersecurity for mergers and 
acquisitions, safeguarding the organization's interests during transitions and integrations 
 

Highlights: 

• Achieved a 20% reduction in operational expenses for the IT security function by 
optimizing tool orchestration and transitioning SOC to a hybrid model, resulting in 
enhanced operational efficiency 

• Strengthened the Third-Party Risk Management Program, resulting in a 35% increase in 
overall compliance adherence 

 

EDUCATION  

 
B.E. (Electrical and Electronics Engineering) 

in 2002 from NIT Silchar 
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https://ind01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.subhrobanerjee.com%2F&data=05%7C01%7Cresumepedia%40naukri.com%7C63f6d240c2844b1d8aa408dbcef65191%7C0ee9b5f952b343518198c4804cd66b68%7C0%7C0%7C638331329684947640%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=eo8sTiMhPslG7xYITbLP6DhPJRtNkER0GzhUG3zyk4E%3D&reserved=0
https://www.linkedin.com/feed/update/urn:li:activity:7275174239278669825/


 
 
 

IT SKILLS   
 

 

     IT Security & Technology 
Risk Management 

     Data Protection 

     IT Security Architecture 

     Cloud Security 

     IT Security Consulting & 
Advisory 

     IT Security Compliance and 
Assurance 

     IT Security Management 

     IT Security Due Diligence 

     Third Party Information 
Security Risk Assessments 
& Reviews 

     Team Leading and Building 

     Global Security Standards 
and Frameworks 

     IT Security Audit (Internal 
& External) 

     SIEM, EDR, MDR, 
Vulnerability Management 
Tools 

     IT/Information Security 
Strategy 

     IT Security Operation 

     Data Privacy 

     IT Security & Technology 
Risk Management 

     Data Protection 

     IT Security Architecture 

     Cloud Security 
 

 

CERTIFICATIONS   
 

 

• C|CISO- Certified Chief Information 
Security Officer 

• CISM - Certified Information Security 
Manager 

• ISO 27001 LA - Certified ISO 27001 Lead 
Auditor 

• ISO 27001 LI- Certified ISO 27001 Lead 
Implementer 

• CCNA 

 
 
 

• Significantly improved the organization's cloud security posture by implementing 
industry-leading best practice guidelines 

• Directed in overall 50% reduction of MTTD( Mean time to detection) and MTTR( Mean 
time to resolution) of confirmed threats within Security Operation Center 
 

Société Générale Global Service Center (SG GSC), Bangalore as Senior Manager- Technology 
and Information Security Risk Management: Aug’19-Apr’21 
Key Result Areas:  

• Led the Threat and Vulnerability Management program, implemented a technical 
vulnerability management framework, and conducted pilot security assessments for 
third-party risk management, resulting in improved security posture and risk mitigation 

• Reviewed vendor/supplier due diligence from an Information Security standpoint 

• Strengthened security monitoring framework 

• Ensured compliance with GDPR and other regulatory requirements 

• Conducted IT Risk Assessments and integrated identified risks into risk registers 

• Responded to RFP/RFI pertaining to Information Security questions 

• Collaborated with application developers, system administrators, and network 
administrators to reduce technology risk 

Highlights: 

• Developed a technical vulnerability management framework, resulting in 40% decrease 
in overall security vulnerabilities 

• Directed in assessment and management of IT security risks across all company divisions, 
aligning efforts with the overall risk appetite 
 

Tata Consultancy Services, Gurgaon as Senior Information Security Manager: July’16-Aug’19 
Key Result Areas:  

• Designed and managed the implementation of information security policies and 
procedures 

• Conducted internal security audits and maintained vendor/supplier security governance 

• Managed Information Security Compliance and reviewed IT Solution documents 

• Supported pre-sales team in RFP defense calls as Information Security subject matter 
expert 

Highlights: 

• Identified and addressed potential gaps in security controls, saving the company from 
breaches 

• Designed and implemented an enterprise EDR solution, approved and implemented 
across the organization 

• Partnered  with executive leadership to advance digital transformation initiatives, baking 
in robust security components throughout the process 

 

 PREVIOUS EXPERIENCE 
 

 
PricewaterhouseCoopers Pvt. Ltd., Gurgaon as Manager Cyber Security: Jan’16-June’16 
 

British Telecom India, Gurgaon as Information Security Specialist: Aug’15-Jan’16 
 

Independent Freelancer IT Consultant – Information Security and IT Infrastructure: 
March’15-July’15 
 

Jindal Group, Raigarh as Assistant General Manager - IT Security: Oct’14-Feb’15 
 

Lexmark International, Kolkata as IT Security Architecture & Strategy Professional - Level 3: 
Jul’11 – Sep’14 
 

Pricewaterhouse Coopers Pvt. Ltd., Kolkata as Senior Consultant- IT Security: Jan’08 – Jul’11 
 

Sahara India, Kolkata as Senior Executive- Information Security: Jan’07 – Dec’07 
 

Multiple Organizations, Kolkata and Gurgaon as System & Network Administrator: Jan’03 – 
Dec’06 
 
 

 

 A D D I T I O N A L  I N F O R M A T I O N  

• Member of CSA ( Cloud Security Alliance ) Bangalore Chapter 

• Conducts cybersecurity workshops for schools in Bangalore 

 

  
 

 


